HacTtpoiiku ans Bxoaa B NMMYHbIA KabuHeT OHC

[lna BXxoAa B NIMYHbINA KaBUHET FOPUANYECKOrO ML BOCMO/b3yMTeCh HACTPOKaMU M NPOBEPKOI YCNOBMII NOAKNIOUYEHUS Ha CrIeAyHoLLEel CTpaHuLe.
Mofpo6HOe PyKOBOACTBO MO YCTaHOBKe W HacTPOiKe NMPOrpaMMHOro o6ecneyeHust Ans pa6oTbl C 3M1EKTPOHHOM MOAMUCHIO Ha nopTane «JIYHbIi
KabuHeT HanoronnaTeNbLMKa PUAMYECKOro NULa» AOCTYMHO B HUXKHEN YacTy [aHHO CTpaHuLbl.

[ina Bxofa B IMYHbIN KabUHET MHAUBUAYaNbHOIO NpeAnpUHUMATENsI BOCMONb3YTeCh HACTPOKaMMN U MPOBEPKOI yCOBUIA MOAKIIOYEHNS Ha CriefytoLle

1 cTpaHuue. I'Iop,po6Hoe PYKOBOACTBO MO yCTaHOBKE U HaCcTpoViKe NPOrpaMMHOro obecneyeHus ans paﬁOTbI C 3NEeKTPOHHOWN MOAMMUCHIO Ha nopTane
«JINYHbIN KaBWMHET HanoronnaTenbLymKa VHAVBWUAYANbHOIO NpeAnpuHNUMaTens» AOCTYMHO Ha JaHHOW CTpaHuLe.

CK3M

B cnyyae, ecnu CK3W He ycTaHOBNEH, BOCMONb3YyWTECHh MHCTPYKLMAMM Nno ycTaHoBke CK3M ViPNet CSP unu CK3U KpunTtollpo CSP.

Ha QC Windows 11 pekomeHpayeTcsi ncrionib3osatb Bepcuto Kpuntollpo CSP 5.0.12000 v BbiLe.

Hactpoiiku Kpuntollpo CSP

Mpu ucnonbsoBaHun 6paysepa Internet Explorer 11 n OC Windows 7 B HacTpoiikax Kpuntollpo CSP Ha Bknagke HacTpoiku TLS pomkeH 6biTb
npocTaBsieH pnaxok He ncnonbaoBatk ycTtapeBLume cipher suite-bl. B ocTanbHbIx ciyyasx hnaxok Jo/mKeH 6blTb CHAT.

4 Kpwntolpo CSP ps
Obwwe OGopynoBaHmWe CepBuC ONONHHUTENBHO ANTOPUTHEI
Ee30nacHoCTb Winlogon HacTpoiiku TLS Kpunronpoeaiigepe

KnueHt

|:| He wcnonezoeate OCSP stapling
|:| He npoBepATb cepTUdMKAT CEpBEpPa Ha OT3bIE

[ ]He npoeepsTe HazHaueHWe coBCTBEHHOMD CepTHdMKATE

He wcnonsz0BaTh ycrapeBwue cipher suite-bl

Cepeep

|:| He wcnonezoeate OCSP stapling

[ |He npoBepsTL CEPTUDUKAT KIMEHTE Ha OT3LIE

[ ]He npoeepsTe HazHaueHWe coBCTBEHHOMD CepTHdMKATE

He wcnonsz0BaTh ycrapeBwue cipher suite-bl
Nogoep#uneate RFC 5746 (Renegotiation Indication)

[ ] TpeBoeate nognepskky RFC 5746 (Renegotiation Indication)
[ |Wcnone3oeaTe cepTudMKaT KOMMLKITEPE NG YMONUYAHMID

Fazmep K3Wa ceccuii: a4 :

4k

MakcumaneHoe yucno LLC B 3anpoce cepTuduKaTa: 100

[MopTan TexnoanepKKu oK OTMeHa MpUMEHHTL



https://lkul.nalog.ru/check_cryptopro.php
https://lkul.nalog.ru/rules.php
https://lkip2.nalog.ru/lk#/certificate/requirements
https://lkip2.nalog.ru/lk#/certificate/requirements
https://lkip2.nalog.ru/lk#/faq?question=remoteSignatureSoftware
https://lkip2.nalog.ru/lk#/faq?question=remoteSignatureSoftware
https://help.astralnalog.ru/pages/viewpage.action?pageId=129673128
https://help.astralnalog.ru/pages/viewpage.action?pageId=129674812

Mocne nNpon3BefeHHbIX HACTPOEK HEOB6X0ANMO NepesarpyanTb MK.

HacTtpoiiku ViPNet CSP

Ha Bknapgke [lononHutenbsHo CK3W ViPNet CSP Heo6xoavmmo BkitounTh Mopaepxky anroputmos 2012 roga B TLS-ceceusx v otkntountb MNogaepxky
TLS 1.2

W 1ol %

ViPNet CSP

Kpuntonpoeaigep ViPNet CSP npegrasHauen gns peanmsauum xpuntorpaduueccu

B onepauywoHHoi cncteme Microsoft Window

LLIOMONMHATENNbHbIE NapaMeTpbl
Nogxmoyaemele YCTPORCTES

Xypran pa6oTel KpUNTONpOBaAAEpa:
Aatunk cayyaiHb YHcen
AYpHAANPOBAHIRE BLEX KPUNTOrPADWHECKMX ONEPALMA
AonoaHurensHo BO3MOXHO IHAYMTENBHOE CHIDKEHNE
A YpHAAMPOBAHNE A0CTYNA K KAKDYAM NOAL30BATENR
HesnaunTeapHoe (HIDKEHHE NPONIBOANTENEHOCTH

agiuig HKYpHANMDPOBAHWE OTKMOYEHD
Hawéonewas NPOM3IE0AMTEABMOCTE

M Noaaepxxa pa6otu ViPNet CSP uepes Microsoft CryptoAPl
W Noaaepxxa anropurmos 2012 roga & TLS-ceccnax
™ Nopaepxca TLS 1.2

MposepuTe GaRNM NPOrPaMMEl M3 LEADCTHOCTE

Mocne npon3BeAeHHbIX HACTPOEK HEO6XOAUMO Nepesarpy3unTb MK.

Ecnu BbiwenepeuncneHHble MyHKTbI Ha BKAagke [loNONIHATENbHO OTCYTCTBYIOT, HE06X0AMMO [06aBUTb KoMMoHeHT Mopaaepkka npoTtokona TLS/SSL.
[nsa atoro nepeiguTe B MeHto Myck Bce nporpaMmbl ViPNet ViPNet CSP YcTaHoBka ViPNet CSP (Mnv NoBTOpHO 3amnycTuTe ycTaHOBOYHbIN ¢aiin). B
OTKpbIBLUEMCSI OKHe BblbepuTe [Jo6aBUTb UM YAANUTb KOMIMOHEHTDI, 3aTeM Bbl6epuUTe Ajs ycTaHoBKM KoMmmoHeHT Moppepxka pabotol ViPNet CSP
yepes MS Crypto API Moanepxka npotokona TLS/SSL.


https://help.astralnalog.ru/pages/viewpage.action?pageId=129674793
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4 Ycranoeka ViPNet CSP C=REE X

BriG0p KOMNOHEHTOE |

Bbibop koMnoHeHTOB

BriDEpUTE KOMNOHEHTEI, KOTOPLIE XOTUTE YCTEHOBMTH.

EI{[E! v| ViPMet CSP

=1 ~ | GEazoBbie KoMnoHeHTE CSP

= ~ | Manens ynpaeneraa ViPMet CSP

=3~ | Mopnepxka paboTel ViPNet CSP uepes MS Crypto AP

CTKHIA AWMCK

=18 KoMNOHEHT M BCE EMD JOMEPHME KOMNOHEHTEI BYAyT YCTAHOBNEHE! HA NOKANBHBIA HECTKNA AMCK

KOMNOHEHTEI Nogaepy X KomnoHeHT BygeT HegoCTyNEH

MpocTpaHcTED, Tpefyemoe ana ycTaHoskK: 0 MB
MpocTpaHCTED, AOCTYMHOE H3 AMcke: 83737 MB

Hasan ] | MpoaomsHTE
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