O npoaykTe AcTtpan OT4yeT 4.5

MpopaykT AcTpan OTYeT 4.5 npefjHa3HauyeH 15 OTNPaBKU 3/IEKTPOHHOW OTYETHOCTU Yepe3 UHTEPHET. [03BO/ISET peanu3oBbIBaTh OPULNYECKU
3HaUYMMbIN 3aLLMLLEHHBIN 3NEKTPOHHBIN JOKYMEHTOO60POT C KOHTPONMPYHOLLMMM OpraHaMu U KOHTpareHTaMu ¢ UCMosb30BaHWEM 3/IEKTPOHHOM
noanucu.

OCHOBHble PYHKLMK:

[lononHuTesibHble BOSMOXHOCTU:

Buabl 4OKYMEHTOO60POTOB

@DyHKLMOHabHbIe BO3MOXHOCTM AcTpan OTtueT 4.5
OpraHusaums 3awuTbl MHopMaLum
MpeunmyliecTBa Ana HanoronaaTenbLymka

OCHOBHble YHKLNN:
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. OTnpaBka dopmManusoBaHHoii oT4eTHoCcTU B PHC, COP (6b1BLL. MDP), PoccTaT, C340 COP (6b1B8W. CC), DCPAP.
. BCTpOEHHbI peaakTop, NO3BONSIOLMIA 6bICTPO NOMYYUTL JOCTYN K aKTyanbHbIM GOpMaM OTYETHOCTU.
. ABTOMaTUyeckoe 06HOBEHWE HOPM OTHETHOCTM U MPOrPaMMHOro o6ecriedeHuns Ha paboyem MecTe Nosb3oBaTens.

MIMMopT AaHHbIX M3 MpOrpaMM aBToMaTU3aLumn B6yxranTepckoro yyeTa, NoaAepXKUBatoLLMX BbIrPy3Ky B TeKylem dopmare.

. dopMaTHO-NOrMYecKmnii KOHTPOb NMOArOTOBJIEHHOW OTYETHOCTU Nepes OTNPaBKON.
. KOHTposib MpoXoXAeHNs 0TYETHOCTM U 06paboTKa NpefyCMOTPEHHbIX MPOTOKOIOM CTafui 311EKTPOHHOIO [JOKYMEHTO060poTa.

O6MEeH C KOHTPONIUPYIOLLMMU OpraHamu HedhopManm3oBaHHbIMU JoKyMeHTamu (PHC, COP (6bisLu. MOP), PoccTar).

. OTnpaBka 3anpocoB Ha MHpOopMaLMoHHOe obcnyxunBaHue B GHC.
. MNMoaroToBka 1 0TNpaBKa peecTpa INCTOB HeTpyaocnoco6HocTv B CI,0 COP (6biBww. OCC); 3anpoc 31eKTPOHHbIX TUCTOB

HeTpyaocnoco6HocTu n3 COA0 COP (6biBL. CC).

. CDOpMVIpOBaHI/Ie N oTnpaBka MakeToB MEHCUOHHbIX Aen, HeO6XO,D.VIMbIX ANnA Ha3Ha4YeHUs NneHcun.

LononHnTtenbHble BOSMOXHOCTMH:
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. MonyyeHue Bbinucok EFPIO/EFPUN.
. BcTpoeHHbIi Mogynb fokyMeHTOoo60poTa. [103BONIAET peann3oBaTh IOPUANYECKN 3HAUYUMbIN 3N1EKTPOHHbIN JOKYMEHTOO60POT Mexay

opraHmsauusamu.

. CeTeBol pexxunm. ObecneynBaeT AOCTYN HECKONbKUX MOJb30BaTeNel K eAnHoN 6a3e faHHbIX.

. OddnaitH pexxum. JaeT BO3SMOXHOCTb NOArOTOBKM OTYETOB MPU OTCYTCTBUM MOAKITHOUEHNS K CETU UHTEPHET.

. CBfI3b C TeXNoAAEepPXKKOW. 3aaTb MHTEPECYHOLMIA BaC BOMPOC MOXHO MPSIMO U3 MPOrpamMmbl.

. CBOEBpeMeHHOe OMoBELLEHNE NOSIb30BaTeNeN 0 peann3oBaHHbIX 06HOBNEHUSIX B MPOAYKTE MOCPEACTBOM nnaruHa HoBocTu.

Bnabl AJOKYMEHTO060pOTOB

AcTpan OTuet 4.5 peanuayeT cneayroLme BUAbI 3NEKTPOHHbIX JOKYMEHTOO60POTOB B COOTBETCTBUM C TPE60BaHUAMM pernamMeHTUPYHOLLMX
HOPMaTUBHbIX JOKYMEHTOB:

. MNpegocTaBnexune Bcex HOPM HanoroBom 1 6yxranTepcKoit 0TYETHOCTH Mo HanpasieHuio ®HC B 31eKTPOHHOM Buge no

TENIEKOMMYHMKaLMOHHbIM KaHanam cBs3u cornacHo Mpukady GHC Poccum «06 yTBepxaeHMM MeToanYecKnx pekoMeHAaLmi no opraHusaumm
3/1EKTPOHHOrO AOKYMEHTO060pOTa NP NPeACTaBNEHNN HaNoroBbIX AeKnapauuil (pacyeToB) B 3/1EKTPOHHOM BUAE MO
TeNIeKOMMYHUKaLWOHHbIM KaHanam cBssn» oT 31 uonsa 2014 r. N MMB-7-6/398@.

. MpepocTaBneHne JOKYMEHTOB MHANBUAYAIbHOIO I'IepCOHVId)MLl,VIpOBaHHOFO y4yeTa CTpaxoBbIiX BSHOCOB U pacyeTa CTpaxoBblX B3HOCOB Mo

TeNneKOMMYHUKaLMOHHbIM KaHaslaM CBA3W B CUCTEME 3/IEKTPOHHOr0 flOKyMeHToo6opoTa MeHcnoHHoro ponga PO. Mopsgok paboTsbl
cooTBeTCcTBYeT PacnopsixeHuto Mpasnenunsa MOP PO ot 11.10.2007 N2 190p B pea. PacnopsixkeHuii MNpasnexus MO PO ot 10.06.2009 N 116p,
o1 19.03.2010 N 75p.

. MNpepocTtaBneHne otyeTHOCTU B POHA COLMANbHOro CTpaxoBaHusa B cooTBeTcTBUM ¢ DepepanbHbiM 3akoHoM N2 212-03 ot 14 uions 2009 roaa

«0O cTpaxoBblIx B3HOcax B MNeHCcUOHHbIN hoHA Poccuitickon depepaunm, oHA coumanbHoro ctpaxoBaHusi Poccuiickoit depepauum,
denepanbHblii QoHp 0683aTENbHOr0 MEAULIMHCKOIO CTPaxoBaHWs 1 TepputopuanbHble PoHAbl 0653aTeNIbHOr0 MEAULIMHCKOIO CTPaxoBaHWs»
(B pep. PepepanbHbix 3akoHOB OT 25.11.2009 N 276-®3, o1 28.09.2010 N 243-33, o1 16.10.2010 N 272-03).

. MNpepocTaBnexve VIHdJOpMaLI,VIVI no dJOpMaM rocyfapCTBeHHOro CTatTucTnyeckoro HabntofeHus B PoccTaT. Pa6oTa ocyulecTenseTcAa B

COOTBEeTCTBUM C «[MopsAAKOM OpraHM3aLmMm 06paboTKM NEPBUYHBIX CTAaTUCTUYECKUX AaHHbIX NO hopMaM deaepanbHOro CTaTUCTUYECKOro
HabNAeHUS, MOCTYNUBLUNX OT PECMOHAEHTOB B 3N1EKTPOHHOM BUE MO TEIEKOMMYHUKALMOHHBIM KaHanam CBs3u», yTBEpXAeHHbIM MNpukasomM
PocctaTa ot 27.10.2010r. N2 370.

. MNpegocTaBneHne oTYETHOCTU 06 06bEMax 060pOTa ITUOBOIO CMUPTA, aNKOrOSIbHON U CIMPTOCOAEPXKALLEeN NPOAYKLMMN B TEpPUTOPHUasbHbIN

opraH PocarnkoronbperynvpoBaHusi u @CPAP B cooTBeTcTBUM ¢ DefiepanbHbiM 3aKOHOM OT 22 Hosiopsa 1995 r. N2 171-d3 «O rocyaapcTBeHHOM
perynupoBaHuM NponsBOACTBa 1 060pOTa 3TUIOBOIO CMMPTA, aJIKOroJIbHOM U CNIUPTOCOAEepXKalLei NPOAYKLUN» C UBMEHEHNSIMU, BHECEHHbIMU
218—®3 o1 18 mtonA 2011 r.

. OpraHu3auus 3almLLeHHOro AOKYMEHTOO60poTa Mexy opraHusaumsiMu cornacHo MNpukasy MuHduHa Poccumn o1 10.11.2015 N 174H <06

yTBepXaeHum Mopsiaka BbICTaBEHUS U NONyYeHUsi CHeTOB-(haKTyp B 3/1€KTPOHHON GOpMe MO TeNIeKOMMYHUKALMOHHbIM KaHanam CBSA3u ¢
NPUMEHEHUEM YCUNEHHO KBaNMBULMPOBAHHOMN 3/1EKTPOHHOI Nognucu» (3aperucTpuposaHo B MuHtocTe Poccun 18.02.2016 N 41145).



dDyHKUMOHanNbHble BO3MOXHOCTU AcTpan OTueT 4.5

AcTpan OTyeT 4.5 Nnpefj0CTaBNSET BCE CEPBUCHbBIE BO3MOXHOCTY NPOrpamm, UCMoSb3yeMblIX f/15 NOATOTOBKM U OTMNpaBku oTyeToB B ®HC, cBefieHuin B
opraHbl COP (6biBL. M®P) n Pocctat, COA0 COP (6biBLw. PCC), opraHbl PocankorofibperynmpoBaHus, OTANYaeTcs NPOCTOTOM SKCNayaTaLum U He
Tpe6yeT BbICOKOM KBanUduUKaLmv nonb3oBaTens.

OcHoBHble PyHKLMM AcTpan OTueT 4.5:

co3faHne AOKYMEHTOB OTUYETHOCTM A1 OTMPABKM B KOHTPONIUPYHOLLME OpraHbl;
MMMOPT AaHHbIX U3 NtO6bIX NPOrpamMM aBToMaTM3aLumumn 6yxranTepckoro yueTa, NoAAEPXXMBatOLLMX BbIrPy3Ky B TeKyLieM hopmare;

0TpaboTKa yCTaHOBIEHHOrO PErlaMEHTOM JOKYMEHTO060pOTa B COOTBETCTBUM C HOpMaToM faHHbiX (popMaT AaHHbIX COOTBETCTBYET
MeTofMYECKUM PEKOMEHAALMSIM 06 OpraHu3aLmm 1 GyHKLMOHUPOBAHUM CUCTEMBI MPEACTaBEHUS HANOroBbIX AeKapaLuil u Byxrantepckoi
OTYETHOCTY B 3/IEKTPOHHOM BUZE MO TENEKOMMYHUKALMOHHbBIM KaHasam CBasu);

nepefaya lopuANYECKN 3HAYUMbIX SNIEKTPOHHbIX JOKYMEHTOB HasloroBOM OTYETHOCTH, 3aBEPEHHbIX 3IEKTPOHHOM noanuckto (3M);

MMMOPT JOKYMEHTOB MHANBUAYaNbHOMO (NepCoHNBULMPOBAHHOMO) yyeTa CTPaxoBbIX B3HOCOB;

BbINOJIHEHWE NPeyCMOTPEHHbIX MPOTOKOIOM 06MeHa AOKYMEHTaMM NpoLieAyp 3/1eKTPOHHOI Nognucy, WndbpoBaHus, nepesaun AOKYMEHTOB;
0Tpa6oTKa NPeAyCMOTPEHHbIX MPOTOKONIOM CTaZiui AOKYMEHTO060pOoTa (MCXOAHbIEe CBeLleHUs, KBUTAHLUA Ha CBEAEHWS, MPOTOKOJ, KBUTAHLMUA
Ha npoToKon).

JononHuTenbHble BO3MOXHOCTU AcTpan OTyeT 4.5:

npoBepKa 0TYETHOCTU Ha NOMHOTY M NPaBUIbHOCTb 3aMOJIHeHUs Nonei;

aBTOMaTUYecKoe noJslyyeHne 06HOBNEHNI HOPM OTYETHOCTU U MPOrPaMMHOro o6ecneyeHust Ha paboyee MeCTO MoNb3oBaTeNs;

nosnyyeHue B pexxMMe peasibHOro BpeMeHn nHbopMaLum 0 COCTOSIHUM IULEBOIO CYETA, CBEPKM NiaTexen u T.4.;

06MEH C KOHTPOJIMPYIOLLMMU OpraHamMu HeopmMann3oBaHHbIMU JOKYMEHTaMK;

HOPULAMYECKN 3HAYMMbIN 3aLLULLEHHDbI JOKYMEHTO060pOT (06MeH akTamu, cueTamu-pakTypamu 1 T.4.) MeXay aboHeHTaMu npoaykTa AcTtpan

OT4yeT 4.5;

® oddnaiiH pexxum — BO3MOXXHOCTb paboTaTb C 6a30# AaHHbIX OTYETOB NPU OTKIIFOYEHHOM UHTEPHETE U BK/HOYATb €ro TOSIbKO HA MOMEHT
nepegauv dannoB 1 nonyyeHns 06HoBNEHNUI. Bcsi 6a3a 0TYETOB HAXOAUTCSI HEMOCPEACTBEHHO Ha KOMMblOTepe N0JIb30BaTeNs,, U TONbKO OH
MMeeT NOCTOSAHHbIN AOCTYN K HeR;

® onepaTuBHas CBs3b CO CNeLuanucTaMmm Cnyobl TEXHUYECKOW NOALEPXKKM onepaTopa AJis 6bICTPOro peLleHus BONpocoB HEMOCPEACTBEHHO U3

cuUCTeMbI.

OpraHusauusa 3almTbl UHGopMaLmK

CpegCcTBO KpunTorpaguyeckon aalmtbl nHgpopmaymm (CK3M) — creymanbHas nporpaMma, Kotopasi 06ecreynBaeT WNPpoBaHue gaHHbIX.
1 b3oBaHue CK3W B cepBucax a/1eKTPOHHOIo JOKYMEHTO060pOTa HEO6XOAUMO AJ151 CO3[aHUS U POBEPKU 371EKTPOHHOM MOAMUCH.

MpurMeHsieMble B 3NIEKTPOHHOM JOKyMeHToo6opoTe nocpefcTBoM AcTpan OtueT 4.5 CK3U ynoBneTBOpAIOT CeayoLmUM TPe6oBaHUSAM:

® peanusytoT npoueaypbl GopmMupoBaHus 1 NpoBepku Al B cooTBETCTBUM co cTaHZapTamu TOCT P 34.11-94, FOCT P 34.10-2001, FOCT 34.10-
2012;
peanuaytoT npouenypbl WndPOBaHUS U KPUNTO3aLWmMTbl B cooTBeTcTBUM ¢ TOCT 28147-89;
cooTBeTCTBYOT cTaHAapTy RFC 4357 «Additional Cryptographic Algorithms for Use with GOST 28147-89, GOST R 34.10-94, GOST R 34.10-2001,
and GOST R 34.11-4 Algorithms», January 2006, FTOCT 34.10-2012;
noafepXXvBaroT KpunTorpabudeckuii HTepoeiic komnanun Microsoft — Microsoft Cryptographic Service Provider (CSP);
cepTudULMpOBaHbl B COOTBETCTBUM C 3aKOHOoAaTelbcTBOM Poccuiickon Gepepauum;

® [lo ymonyaHuto B cucteme ncnosnbayetcst CK3U «ViPNet CSP», paspa6otaHHoe OAO «MHpOTEKC», TakxKe MOXET Ucnosib3oBaTbesi CK3U
«KpunTollpo CSP», paspa6otaHHoe 000 «KpunTtollpo», KoTopble UMetOT cepTudukaTbl cooTBeTcTBUA OCB.

Mpu pa6oTe ¢ Actpan OTueT 4.5 nonb3oBaTenb NepefaeT Yepes cepBep oriepaTopa 3NeKTPOHHOro okyMeHToo6opoTa AO «KAJTYTA ACTPAJ»
[OKYMEHTbI OTYETHOCTH, COAEPIKALLMNE CBEAEHUS CTPOro KOHMOMAEHLMANBHOIO XapakTepa: O HaNloroBblX OTYMCIEHNAX, DUHAHCOBbLIX pe3ynbTaTax
[eATeNbHOCTH, 3apaboTHOI NnaTe COTPYAHUKOB U T.4. YpesBblyaiiHO BaKHO COXpaHeHue KoHbUAeHUManbHoCTU HbopMaLuu, NOTHOE UCKIOYEHME
[0CTYyNa K Heit MOCTOPOHHMUX NNLL.

I'IpeM MyLlecTBa Asid HanoronnaTesblinKa

AcTpan OTueT 4.5 ABNseTcA pesynbTaToM A/IUTENbHON PaboTbl 6O/bLLOIM FPYMbl NPOrpaMMUCTOB. PaspaboTumKu CUCTEMbI NOCTapanmnch caenatb eé
MaKcUManbHO YA06HOM AN UCMONb30BaHKUs NPK CaMblX pas3nnuHbIX BapuaHTax akcnnyataumu. Cneuunduka Actpan Otuet 4.5 Takxe onpeaensiet
HECKOJIbKO YHMKabHbIX MPEUMYLLECTB NPOrpaMMbl, HEAOCTYMHbIX AS 06bIYHbIX MPOrPamMM MOATOTOBKW HafloroBOM 1 6yXrasTepcKo OTYETHOCTY B
3N1EKTPOHHOM BUAE:

1. BO3MOXHOCTb OTYATATHCS B KOHTPOMPYHOLLME OpraHbl F060ro permoHa, He nokuaasi paéoyero Mecta. C moMOLLbO AaHHOTO NMPOrPaMMHOro
obecneyeHunst Kaxxaplii Byxrantep MOXeT NOArOTOBUTb OTYET, He OTXOAS OT KOMMbloTepa. He Hy)XXHO 60/ible CTOSITb B 0Yepeasx, HeT
HeobxoanMocTu npuxoanTb B NMOP/UOHC HeckonbKo pa3 nocne KaxAoro MCnpaBieHns oLnBoK.

2. BO3MOXHOCTb OTYUMTaTbCS B KOHTPONUPYIOLLME OpraHbl, He MpefocTaBsis 6yMaxHble GopMbl. [opsiAoK JOKYMEHTOO60pOTa B 3/1€KTPOHHOM
BUAE NO TeNIeKOMMYHUKALMOHHbBIM KaHanaM CBA3K, KOTOPOMY COOTBETCTBYET NpoaykT AcTtpan OTyeT 4.5, paspeluaeT abOHEHTaM CUCTEMbI He
Ly6nupoBaTb OTYETHOCTb Ha 6yMare npu NpeacTaBieHUn e€ B 3/1eKTPOHHOM Bufe C ucrosib3aoBaHuem M.



3. MNonHas kKoHdMAaeHUManbHOCcTb HbopMaLuu. MNpu nepegade No MHGOPMAaLIMOHHbBIM CETSIM BCe AaHHble LWNdPYOTCS B NOSIHOM COOTBETCTBUM C
'OCT u peicTBytoWMM 3akoHoAaTeNbcTBOM PO. Ans WndpoBaHnUs 1 951eKTPOHHOM NMOAMUCH UCMONb3YIOTCS OTeYECTBEHHbIE CPeACTBa
KpunTorpaduyeckoin 3awmutbl MHbopMaLuu, cepTuduumposaHHblie PAMNCU 1 obecneumsatoLLme 3amTy MHGopMaumm no yposHo KC 1.
BesonacHocTb B cucTeMe nepefayun AaHHbIX NOAAEPKUBAETCS BCErAa Ha ypoBHE MOCNefHUX TPe6oBaHWi B 9Ton o6nacTu. GakTuyecku
YPOBEHb 3alnTbl MHOOPMaLMK, AOCTUraeMbli MPU UCNONb30BaHUM NpoaykTa Actpan OTYeT, ropa3ao Bbille, YeM, KOrja TEKCTOBbIE AaHHbIE B
HelwnbpoBaHHOM BUAe Ha AUCKeTax UK Ha Bymare nepefatoTcs B KOHTPONMpytoLme opraHbl. MHpopmaLnoHHas 6e30nacHOCTb
o6ecneymBaeTcs C MOMOLLbLO CEPTUHMLMPOBAHHbBIX CPEACTB 3almTbl nHOopmaLum no Bbibopy aboHeHTa: ViPNet CSP nu6o Kpuntollpo CSP.

4. Ypo6Has npoueaypa 06HOBNEHMS. ABTOMaTUYeCKoe 06HOBNEeHMe BO BpeMsl pa6oTbl MporpaMMbl (Mpu 3amycke 1 no TaiMepy), BOSMOXHOCTb
YCTaHOBKW O6HOBMEHUI BPYYHYHO AJiSt CabblX MHTEPHET-KaHaNoB. YacTb 06HOBNEHWI MPUHYAMTENbHA (M3MEHEHWSI MPOrPaMMHOI0
obecneyeHus], cepTUUKaTOB), YacTb YpaBNseTcs nosb3oBaTeneM. B nMkoBble Nepuoipbl Ciaum OTYETHOCTU O6HOBEHNUS MUHUMU3UPYHOTCS.

5. IHTYUTMBHO NOHATHbIN MHTepdelic. Paboune okHa NporpaMMbl 60/1ee CTPYKTYPUPOBaHbI, YTO MO3BOJISET Nonb3oBaTensam MK 6bicTpo
OpPWEHTUPOBATLCA B NPOrpaMMe, CaMOCTOATENIbHO HAXOAMUTb HYXHbl€ KHOMKM, PYHKLIMU 1 BO3SMOXHOCTMU.
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